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ACCESS NETWORK DETECTS THAT
CLIENT DEVICE IS GOING TO STOP BEING ~
SERVED BY THE ACCESS NETWORK 24

l

IN RESPONSE TO THE DETECTING, BUT
BEFORE THE CLIENT DEVICE STOPS
BEING SERVED BY THE ACCESS
NETWORK, PROVISION THE CLIENT
DEVICE WITH ONE OR MORE SERVICE
POLICY RULES, FOR APPLICATION OF [
THE ONE OR MORE SERVICE POLICY | 26
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CLIENT DEVICE IS NO LONGER BEING
SERVED BY THE ACCESS NETWORK

Fig. 2



US 9,210,621 B1

Sheet 3 of 6

Dec. 8, 2015

U.S. Patent

¢ B4

Nm/

dv
1dIm

7€ MHOMLAN IHIM

0€ MYOML3AN 311

mm/ ¥s
Mo
AH31LNOY
MHOMLIN
A3HOLIMS-13aMovd

M9Od MOS

N#.\ o.v.\

HIANEIS
ONINOISIAOYd

440d JNN

om.\ mv.\
14 SSH

h.

g93dON®

fwn

=

asm




US 9,210,621 B1

Sheet 4 of 6

Dec. 8, 2015

U.S. Patent

ALILN3 MYYOML3IN

I9VHOLS VLivd
9
|/
SNOILONYULSNI | 02 viva 89
WVY¥90dd | | 3oN3yaday |
99 J

LINA JOVAUILNI

z9 NOILYOINNIWINOD | gg

ONISS300¥d | § WHOMIIN | U




US 9,210,621 B1

Sheet 5 of 6

Dec. 8, 2015

U.S. Patent

3OIA3A LIN3ITD

39VHOLS V1iva | g,
_/
SNOILONYLSNI | 28
1INN
Wvyo0ud |-/ 9L | oNISSaO0Ud
4
4
8\
AOV4YUILNI
mom_"m__mmwhz_ - NOILVOINNIWINOD | z,
| MIOMIaN | v




U.S. Patent Dec. 8, 2015 Sheet 6 of 6 US 9,210,621 B1

ACCESS NETWORK SERVES CLIENT
DEVICE WITH TELECOMMUNICATION
SERVICE, MAINTAINING AND APPLYING
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SERVICE POLICY RULES DEFINING A 84
SERVICE LEVEL FOR THE CLIENT DEVICE

I

ACCESS NETWORK DETECTS THAT THE
CLIENT DEVICE IS GOING TO STOP BEING ~
SERVED BY THE ACCESS NETWORK 86

I

RESPONSIVE TO DETECTING THAT THE
CLIENT DEVICE IS GOING TO STOP BEING
SERVED BY THE ACCESS NETWORK,

PROVISION THE CLIENT DEVICE WITH A
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FOR APPLICATION BY THE CLIENT DEVICE | 88
WHEN THE CLIENT DEVICE IS NO LONGER
BEING SERVED BY THE ACCESS NETWORK

Fig. 6



US 9,210,621 B1

1
METHOD AND SYSTEM FOR FACILITATING
SERVICE LEVEL CONTINUITY

BACKGROUND

Unless otherwise indicated herein, the materials described
in this section are not prior art to the claims and are not
admitted to be prior art by inclusion in this section.

In general, a telecommunication system may define an
access network configured to provide client devices with
connectivity to one or more transport networks such as the
public switched telephone network (PSTN) or the Internet.
Such an access network may include a policy decision point
(PDP) that manages service policy rules defining service
levels for served client devices, and a policy enforcement
point (PEP) that enforces those service policy rules. In a
typical implementation, for instance, each client device may
subscribe to service of the access network and may have an
associated service account or service profile defining a set of
service policy rules, and the PDP may maintain or have access
to each client device’s set of service policy rules. When a
client device registers with the access network, the PDP may
then provide an indication of that client device’s service
policy rules to the PEP, so that the PEP can enforce the client
device’s service policy rules as the access network serves the
client device.

Service policy rules for a given client device may define a
quality of service to be provided to the client device, such as
adatarate (e.g., guaranteed bit rate, maximum bit rate, or best
effort service quality) and/or communication quality (e.g.,
voice and/or data encoding quality), as well as other restric-
tions (e.g., access control rules or content filtering rules)
and/or allowances (e.g., entitlement to engage in certain ser-
vices) regarding service level for the client device, in addition
to policies regarding configuration of the access network
when serving the client device. In practice, various client
devices may have different service policy rules, possibly
based on subscription level, device type, and/or other factors
for instance.

OVERVIEW

Disclosed herein is a method and corresponding system to
help maintain continuity of service level for a client device.
The method is particularly useful in a scenario where the
client device is being served by an access network in accor-
dance with a set of policy rules, and the client device is going
to stop being served by that access network and may then be
served by another network. For instance, this may occur when
the client device is going to de-register from the access net-
work and hand off to be served by another network, or when
the client device is going to de-register from the access net-
work and may then later be served by another network. In
such a scenario, it may be desirable from a user-perspective
for the client device to have substantially the same service
level when not served by the access network (e.g., when
served by the other network) as the client device had when
served by the access network.

As a specific example of this, consider a scenario where a
client device is served by a wireless wide area network
(WWAN) (e.g., a cellular wireless network) that maintains
and applies a set of service policy rules for the client device,
but where the client device is going to stop being served by the
WWAN and will then instead be served by a wireless local
area network (WLAN) (e.g., a WilFi based network). This
transition might be triggered by the client device itself, such
as where the device detects threshold low signal strength from
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the WWAN but detects sufficient signal strength from the
WLAN. Alternatively, the transition might be triggered by the
WWAN, such as where the WWAN experiences threshold
congestion or has other reason to discontinue serving the
client device and responsively directs the client device to
hand off to alocal WLAN for continued service. Further, the
transition may involve the client device leaving service of the
WWAN and then at some later time finding service of the
WLAN and starting to be served by the WLAN.

In this example scenario, it may be beneficial for the client
device to experience largely the same service level when
served by the WLAN as the client device experienced when
served by the WWAN. For instance, if the client device was
receiving a certain quality of service (e.g., a particular data
rate) of communication served by the WWAN, it may be
beneficial for the client device to receive largely that same
quality of service of communication served by the WLAN. As
another example, if the WWAN was configured to apply
particular access control rules or content filtering rules for
communications from the client device, it may be beneficial
for the client device to face the same access control rules or
content filtering rules when served by the WLAN.

To facilitate this, the disclosed method and corresponding
system involves an access network detecting that a client
device being served by the access network is going to stop
being served by the access network, and, responsively but
before the client device stops being served by the access
network, the access network or another entity provisioning
the client device with one or more service policy rules that the
client device itself may then apply when the client device is no
longer being served by the access network.

In the example scenario described above, for instance, the
WWAN may detect that the client device is going to stop
being served by the WWAN and, before the client device
leaves service of the WWAN may then responsively provision
the client device with a subset of the service policy rules that
the WWAN maintains and applies for the client device. That
way, when the client device transitions to be served by the
WLAN instead, the client device itself may enforce that sub-
set of service policy rules and/or may pass the rules along to
another serving network to apply, optimally helping to pro-
vide the client device with a service level consistent with what
the client device experienced when served by the WWAN.

In practice, the service policy rules that the access network
(e.g., WWAN) is configured to apply for the client device may
include one or more service policy rules that are specific to the
access network (such as rules pertaining to internal connec-
tions in the access network or otherwise to configuration or
operation of the access network in particular) and one or more
service policy rules that are not specific to the access network
(such as access control rules and content filtering rules that
pertain to broader communication by the client device rather
than to specific operation of the access network). In that case,
the subset of the service policy rules that the access network
or other entity provisions the client device with may be just
the one or more service policy rules that are not specific to the
access network.

Furthermore, if at some point after the client device stops
being served by the access network, the client device returns
to be served by the access network, the access network may
then receive from the client device at least one of the service
policy rules that the access network or other entity provi-
sioned the client device with, and the access network may
then serve the client device based on that service policy rule.
For instance, the access network may compare that received
service policy rule with a service policy rule that the access
network currently maintains for the client device and may
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select one of those service policy rules to apply based on
versions, scope, and/or other factors. In that way, the access
network may then further help to facilitate continuity of ser-
vice level for the client device.

Accordingly, in one respect, disclosed is a method operable
where a wireless client device is being served by a wireless
access network. The method may involve the wireless access
network detecting that the wireless client device is going to
stop being served by the wireless access network. Further, the
method then involves, in response to detecting that, but before
the wireless client device stops being served by the wireless
access network, provisioning the wireless client device with
one or more service policy rules for application by the wire-
less client device when the wireless client is no longer being
served by the wireless access network.

In another respect, disclosed is a method in which an access
network serves a client device with telecommunication ser-
vice and maintains and applies for the client device a set of
service policy rules defining a service level for the client
device. In accordance with the method, the access network
detects that the client device is going to stop being served by
the access network, and responsive to detecting that, the
access network or another entity then provisions the client
device with a subset of the service policy rules for application
by the client device when the client device is no longer being
served by the access network.

And in still another respect, disclosed is an access network
that includes one or more wireless base stations, a gateway
that is configured to serve a wireless client device with tele-
communication service in accordance with a set of service
policy rules defining a service level for the wireless client
device, a processing unit, data storage, and program instruc-
tions stored in the data storage an executable by the process-
ing unit to carry out various functions. In practice, for
instance, the functions may include detecting, when the client
device is being served by the access network, that the client
device is going to stop being served by the access network.
Further, the functions may include, responsive to detecting
that the client device is going to stop being served by the
access network, provisioning the client device with a subset
of'the service policy rules, for application by the client device
when the client device is no longer being served by the access
network.

These as well as other aspects, advantages, and alternatives
will become apparent to those of ordinary skill in the art by
reading the following detailed description, with reference
where appropriate to the accompanying drawings. Further, it
should be understood that the description provided by this
document, including this overview section, is provided
merely by way of example and without limitation.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG.1is a simplified block diagram of an example network
arrangement in which the present method can be imple-
mented.

FIG. 2 is a flow chart depicting functions that can be carried
out in accordance with the method.

FIG. 3 is a simplified block diagram of another example
network arrangement in which the method can be imple-
mented.

FIG. 4 is a simplified block diagram depicting components
of'one or more network entities that may carry out aspects of
the method.

FIG. 5 is a simplified block diagram depicting components
of a client device that may benefit from operation of the
method.
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FIG. 6 is another flow chart depicting functions that can be
carried out in accordance with the method.

DETAILED DESCRIPTION

Referring to the drawings, as noted above, FIG. 1 is a
simplified block diagram of an example network arrangement
in which the present method can be implemented. As shown,
the arrangement includes an access network 12 that functions
to provide client devices with connectivity to one or more
transport networks. In particular, the access network 12 is
shown providing a representative client device 14 with con-
nectivity to a representative transport network 16. To facili-
tate providing this connectivity, the access network may
include one or more components that communicate with the
client device 14 and with the transport network 16 and that
bridge those communications together to allow the client
device to engage in communications with entities on the
transport network.

Access network 12 may be structured to provide various
types of connectivity, such as landline, wireless, circuit-
switched, and/or packet-switched, for various type of com-
munications, such as voice and/or data for instance, and client
device 14 and transport network 16 may be similarly config-
ured. For instance, access network 12 may be a landline
telephone network that provides circuit-switched connectiv-
ity for PSTN communications, in which case client device 14
may be a traditional landline telephone that engages in land-
line communication with the access network, and transport
network 16 may be the PSTN. Alternatively, access network
may be aradio access network that provides connectivity with
the PSTN and/or the Internet, in which case client device 14
may be a wireless communication device that engages in
wireless communication with the access network, and trans-
port network 16 may be the PSTN or the Internet.

As a specific example, access network 12 may be cellular
wireless network that includes one or more wireless base
stations arranged to serve client devices in accordance with an
air interface protocol such as Orthogonal Frequency Division
Multiple Access (OFDMA (e.g., Long Term Evolution (LTE)
or Wireless Interoperability for Microwave Access
(WiMAX)), Code Division Multiple Access (CDMA), Glo-
bal System for Mobile Communications (GSM), WIFI, or the
like, and a switch or gateway that connects with a transport
network such as the PSTN or the Internet. Representative
client device 14 may then be a wireless communication
device such as a cell phone, wirelessly-equipped computer,
embedded wireless module, or the like, configured to be
served wirelessly by such a base station and to engage in voice
and/or data communication via the base station and the switch
or gateway with entities on the PSTN or Internet. Other
examples are possible as well.

In line with the discussion above, access network 12 may
be arranged to serve client device 14 with telecommunication
service (e.g., connectivity to communicate on transport net-
work 16) in accordance with a particular set of service policy
rules. As noted above, these service policy rules may define a
quality of service to be provided to the client device, as well
as other restrictions, allowances, and rules regarding configu-
ration and operation of the access network when serving the
client device. In practice, these service policy rules may be
specific to the client device, pursuant to a service level agree-
ment for instance, or may be generally applicable to various
client devices served by the access network.

To facilitate this, access network 12 may be programmed
with, have access to, or otherwise maintain a record of the
service policy rules for client device 14 and may apply those
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service policy rules as the access network serves the client
device. In particular, the access network may “apply” the
service policy rules by being configured to enforce the service
policy rules. For instance, if one of the service policy rules is
to limit the client device’s data rate to a particular level, the
access network may apply that service policy rule by putting
that data rate cap in place for the client device, so that if and
when communication from the client device would exceed
the cap, the access network may limit the rate to the cap.
Likewise, if one of the service policy rules is to block com-
munication by the client device to a particular network
address, the access network may apply that service policy rule
by putting that access control rule in place for the client
device, so that if and when the client device attempts to
communicate to that address, the access network may block
the communication.

As shown in FIG. 1, the access network may include a
policy-subsystem 18 that is arranged to maintain and apply
the service policy rules for the client device. In particular, as
shown, policy-subsystem 18 may include a policy decision
point (PDP) 20 and a policy enforcement point (PEP) 22.

The PDP 20 may generally maintain a record of the service
policy rules for the client device, as a service profile record for
instance, which may indicate the various service policy rules
and applicable triggers and parameters of each rule, such as
indications of when the rules should apply and what the rules
involve. For example, the service profile may specify various
communication services or applications that the client device
is entitled to use, such as whether the client device is entitled
to engage in PSTN voice call communication and/or Internet
data communication. As another example, the service profile
may list various access control rules for the client device, such
as particular network addresses that the client device is not
entitled to contact. And as another example, the service pro-
file may specify particular time of day restrictions on these or
other rules.

The PEP 22 may then function to apply these rules as the
access network serves the client device. For instance, when
the access network begins serving the client device (such as
when the client device first attaches to or registers with the
access network and/or enters into an active or connected
mode of communication with the access network), the PDP
20 may provide the PEP 22 with a copy of the client device’s
service profile or other indication of one or more service
policy rules defined by the client device’s profile. As the
access network then serves the client device, the PEP 22 may
then apply the client device’s service policy rules. Alterna-
tively, the PDP 20 may function to provide real-time service
directives to the PEP 22 as the access network serves the
client device. For instance, as the client device attempts to
engage in particular communications, the PEP may signal to
the PDP for guidance, the PDP may responsively consult the
client device’s service profile to decide which if any service
policy rule applies, and the PDP may provide the PEP with a
service directive to enforce the service policy rule.

In practice, the PEP may be a function of an access network
component such as a switch or gateway that sits within the
communication path between the client device and the trans-
port network, so that the PEP can apply the service policy
rules with respect to communications passing between the
client device and the transport network. Alternatively, the
PEP may be a function of an access network controller such as
a mobility management entity or third party call control
server that in some other manner governs operation of the
access network and impacts how communications pass
between the client device and the transport network. The PDP
may then be co-located with the PEP or may be a function of
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another network component such as a home location register
(HLR), a service control point (SCP), a home subscriber
server (HSS), an authentication, authorization, and account-
ing server (AAA server), a policy charging and rules function
(PCREF), or the like.

As the access network serves the client device with tele-
communication service, communications to and from the cli-
ent device may thus be subject to the service policy rules
maintained and applied by the access network. For instance,
communications from the client device may be limited to or
allowed to have certain data rates or other communication
quality levels, and communications from the client device to
particular communication addresses or being of particular
types may be blocked or allowed (e.g., for parent control or
other purposes). To the extent the client device is user oper-
ated, theuser of the client device may thus come to expect that
the client device’s communications will to be subject to those
service policy rules.

At issue is then how to help maintain continuity of that
service level when the client device stops being served by the
access network and transitions to be served by another net-
work instead. For instance, if the access network is a public
land mobile network (PLMN) to which the client device
subscribes for service (i.e., a home PLMN) and the client
device stops being served by that network and transitions to
be served instead by another provider’s PLMN or by a WiFi-
based network, at issue is how to help the client device expe-
rience a similar service level upon transitioning to that other
provider’s PLMN or to the WiFinetwork. As noted above, the
present method helps to achieve this.

FIG. 2 is a flow chart illustrating functions of the present
method, which may be carried out while an access network is
serving a client device. In accordance with the method, as
shown at block 24, the access network will detect that the
client device is going to stop being served by the access
network. At block 26, in response to the access network
detecting that that the client device is going to stop being
served by the access network, but before the client device
stops being served by the access network, the access network
oranother entity will then provision the client device with one
or more service policy rules, for application of the one or
more service policy rules by the client device when the client
device is no longer being served by the access network.

In this method, the act of detecting that the client device is
going to stop being served by the access network may take
various forms and may be performed by various components
of the access network, such as by a base station, switch,
gateway, or controller for instance. For example, the act may
involve a base station or controller of the access network
receiving from the client device a request to de-register,
detach, or hand-off from the access network (e.g., in response
to the client device powering down, detecting threshold poor
connectivity with the access network, and/or detecting
threshold better connectivity from another network), which
would indicate that the client device is leaving service of the
access network. As another example, the act may involve the
access network detecting an issue with operation of the access
network and/or with serving of the client device (such as
threshold load at a base station or other network component
currently serving the client device), and the access network
concluding based on that issue and/or one or more other
factors that the client device should stop being served by the
access network. In that case, the access network may then
initiate a process of de-registering, detaching, or handing out
of the client device from the access network.

In turn, to provision the client device with one or more
service policy rules in accordance with the method, an entity
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of the access network, such as the PDP or PEP described
above for instance, may then generate and transmit to the
client device one or more provisioning messages that provide
the client device with specifications of the one or more service
policy rules in a manner that the client device is programmed
to receive, store, and apply. For example, the entity may
programmatically package the one or more service policy
rules and send the package to a standard provisioning server
that is arranged to provision the client device with service
logic, and that provisioning server may then transmit the one
or more service policy rules to the client device for storage
and application by the client device in the same way that the
server otherwise provisions the client device with service
logic. In practice, the act of transmitting one or more service
policy rules to the client device may involve storing the one or
more service policy rules at a network address and transmit-
ting to the client device a trigger message, such as a coded
Short Message Service (SMS) message (e.g., WAP Push mes-
sage) that causes the client device to request and retrieve the
one or more service policy rules from that network address.

As noted above, this process can be refined further by
having the access network or other entity select from the
client device’s service policy rules one or more particular
service policy rules that are not specific to operation of the
access network but are rather more broadly applicable and
may thus be applicable when the client device is being served
by another network instead.

In particular, the service policy rules that the access net-
work maintains and applies for the client device may include
one or more rules that are specific to the access network and
one or more rules that are not specific to the access network,
and the client device’s service profile record may specify
(e.g., with a Boolean flag or the like) which service policy
rules are access network specific (context invariant) and
which are not. Examples of service policy rules that are spe-
cific to the access network may include rules specifying limits
on how many internal connections (e.g., bearer links) within
the access network can be reserved at any time for the client
device, what components ofthe access network can be used to
serve the client device, and other parameters related to con-
figuration and operation of the access network itself.
Examples of policy rules that are not specific to the access
network, on the other hand, may include rules related to
allowed bit rates or coding levels for communications, restric-
tions on communication addresses that the client device is
allowed to contact, and other such parameters that could be
applied in other network contexts as well.

Once the access network detects that the client device is
going to stop being served by the access network, the access
network or another entity (e.g., at the initiation of the access
network) may select from the set of service policy rules that
the access network maintains and applies for the client device
a subset (e.g., proper subset) of the service policy rules, such
asjust the one or more service policy rules that are not specific
to the access network. Further, the access network or other
entity may also consider other factors when deciding which
subset of the service policy rules to provision the client device
with. For instance, the selection may be based on time of day,
capabilities and services of a target access network to which
the client device is going to transition to be served, and/or
other factors. The access network or other entity may then
provision the client device with the selected subset of the
service policy rules.

Advantageously through this process, the client device
would thus become provisioned to apply the subset of the
service policy rules itself while the client device is no longer
being served by the access network, such as when the client
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device is being served by another network instead. Conse-
quently, as the client device then engages in telecommunica-
tion service while not being served by the access network that
was serving the client device, the client device may experi-
ence a service level similar to that which it experienced while
being served by the access network.

For example, if the subset of the service policy rules
includes a bit rate limitation for specified communication
services or applications, the client device itself may then
function as PEP to enforce that limitation by capping the rate
of its own data output for the specified communication ser-
vices or applications. As another example, if the subset of the
service policy rules includes an access control rule that blocks
outbound communication to a particular network address, the
client device itself may block outbound communications to
that address. And as another example, if the subset of the
service policy rules includes a rule that limits or allows use of
particular communication applications or services, the client
device itself may similarly enforce that limit or allowance.
Other examples are possible as well.

As also discussed above, still further continuity of service
level could be provided for a client device by taking into
account the client device’s service policy rules if and when
the client device then returns to being served by access net-
work. In particular, when the client device returns or is return-
ing to being served by the access network, the client device
may report to the access network at least one of the service
policy rules that the access network or other entity had pro-
visioned the client device with, and the access network may
then serve the client device based at least in part on that
received service policy rule. This may help in a scenario
where the client device’s service profile has changed since the
client device was last served by the access network.

By way of example, if the access network had provisioned
the client device with a bit rate limitation or access control
rule, then when the client device re-registers with, attaches
with, or hands off back to, the access network, the client
device may transmit to the access network a specification of
that service policy rule. The access network may then com-
pare that received service policy rule with a corresponding
service policy rule that the access network currently main-
tains for the client device and, based on that comparison, may
opt to apply either the received service policy rule or the
currently maintained service policy rule. For instance, if the
access network determines that the currently maintained ser-
vice policy rule is a newer version than the received service
policy rule, the access network may responsively select the
received rule to help maintain service level continuity for the
client device. On the other hand, if the access network deter-
mines that one of the rules being compared is more permis-
sive than the other (e.g., allowing for a higher maximum data
rate, or allowing greater access), the access network may
responsively select the more permissive version of the rule to
apply. Variations on this process are possible as well.

FIG. 3 is next a more specific but still simplified depiction
of'a network arrangement in which the present method can be
implemented. In particular, the figure depicts the access net-
work as an LTE access network 30 and the client device as a
wireless communication device (WCD) 32 served by the LTE
network. Further, the figure depicts an example other network
as a WiFi-based network 34 to which the wireless communi-
cation device could transition to be served. It should be under-
stood that these two types of access networks are just
examples, and that the principles described can extend to
apply with respectto any other types of access networks, such
as wireless access networks operating in accordance with
other air interface protocols for instance.
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As shown in FIG. 3, the example LTE access network 30
includes components traditionally found in an LTE network.
For instance, the LTE network includes an eNodeB 36 that
serves the WCD over an LTE air interface 38. The eNodeB
then has an interface with a Serving Gateway (SGW) 40,
which has an interface in turn with a Packet Gateway (PGW)
42 that provides connectivity with a packet-switched network
44 such as the Internet. Further, each eNodeB has an interface
with a Mobility Management Entity (MME) 46, which func-
tions as a signaling controller and to manage set up of bearer
tunnels for transmission of data between the eNodeB and the
PGW, to carry data traffic between the WCD and the packet-
switched network.

In addition, the MME has an interface with an HSS 48, and
the HSS may function as a PDP and the MME may function
as a PEP. For instance, the HSS may maintain a service profile
record defining one or more service policy rules for the WCD
and may provide the MME with that service profile data when
the WCD attaches to or is served by the LTE network. The
MME may then store that service profile data in a context
record for the WCD and apply the service policy rules as the
LTE network serves the WCD.

Likewise, the PGW has an interface with a PCRF 50, and
the PCRF may function as a PDP and the PGW may function
as a PEP. For instance, the PCRF may maintain a service
profile record defining one or more service policy rules for the
WCD and may provide the PGW with that service profile data
when the WCD attaches to or is served by the LTE network.
The PGW may then store that service profile data in a context
record for the WCD and may apply the service policy rules as
the LTE network serves the WCD.

In practice with this arrangement, when the WCD enters
into coverage of the eNodeB, the WCD may detect a suffi-
ciently strong reference signal from that eNodeB and may
transmit to the eNodeB an attach request, seeking to connect
with the eNodeB. Upon receipt of the attach request, the
eNodeB may then pass the request to the MME. In response,
the MME may then engage in signaling with the HSS to
authenticate and obtain service profile data for the WCD, so
that the MME can apply service policy rules for the WCD.
Further, the MME may signal with the SGW, which may in
turn signal with the PGW to facilitate setup of one or more
bearers defining virtual tunnels for carrying data traffic
through the LTE network between the WCD and the PGW. In
this process, the PGW may then engage in signaling with the
PCRF to obtain service profile data for the WCD, so that the
PGW may apply service policy rules for the WCD. In addi-
tion, while the LTE network is serving the WCD, the network
may establish still additional bearers for the WCD to the
extent permitted by and in accordance with the WCD’s ser-
vice profile.

With one or more bearers set up for the WCD, data com-
munication may then flow between the WCD and the PGW
and thus between the WCD and entities on the packet-
switched network 44.

The example WiFi-based network 34 shown in FIG. 3 then
comprises a representative WiFi access point 52 sitting on a
local area network (LAN) 54 that is coupled by a router,
gateway, and/or other network element 56 with the packet-
switched network 44. With this arrangement, when the WCD
is within coverage of the WiFi access point 52, the WCD may
conventionally associate with the access point and then
engage in packet-switched communication via the WiFi-
based network with entities on the packet-switched network.

The present method can apply in the arrangement of FIG. 3
in various ways. By way of example, if and when the WCD
sends a detach request message to the eNodeB to request
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discontinuation of the LTE network serving the WCD, the
LTE network may respond by provisioning the WCD with
one or more service policy rules before or as part of granting
the detach request. For instance, when the MME receives the
WCD’s detach request, the MME may signal to the HSS
and/or to the SGW, which may signal to the PGW, which may
in turn signal to the PCRF. In response to learning that the
WCD is going to detach, the MME, HSS, PGW, and/or PCRF
may then transmit to the WCD one or more service policy
rules for the WCD to apply when the WCD is no longer being
served by the LTE network. In practice, for instance, the
MME, HSS, PGW, and/or PCRF could package one or more
such service policy rules and send the package to a provision-
ing server 58 sitting on the packet-switched network 44,
which may in turn provision the WCD with the one or more
service policy rules.

As another example, if the eNodeB or other component of
the LTE network becomes threshold loaded (e.g., is serving
more than a predefined threshold number of WCDs at the
time, or is likely to do so), an entity such as the MME, HSS,
PGW, and/or PCRF could responsively provision the WCD
with one or more service policy rules and could then trigger a
network-initiated detach process to detach the WCD from the
LTE network. For instance, the eNodeB may be arranged to
regularly report its load to the MME and/or via the SGW and
PGW to the PCRF. The MME and/or PCRF may then be
arranged to detect when the eNodeB’s load exceeds a thresh-
old and to responsively transmit to the WCD one or more
service policy rules for the WCD to apply. Further, the MME
and/or PCRF may signal with other entities of the LTE net-
work to then detach the WCD from the LTE network, which
may include transmitting a detach directive or engage in other
such signaling with the WCD.

Likewise, the LTE network may detect that the WCD is
losing coverage of the LTE network, as indicated by progres-
sively lower signal strength reports from the WCD, and an
entity of the LTE network may responsively provision the
WCD with one or more service profile rules before the WCD
fully loses coverage and thus stops being served by the LTE
network.

As still another example, if the WCD is engaging in a
process to hand off from being served by the LTE network to
being served by the WiFi-based network, the WCD and/or
WiFi-based network may signal to the LTE network to indi-
cate this likely transition. Though this process or otherwise,
the LTE network may thus detect that the WCD is going to
hand off from being served by the LTE network to being
served by the WiFi network. In response, an entity of the LTE
network such as the MME, HSS, PGW, and/or PCRF may
then provision the WCD with one or more service policy rules
before allowing the handoff to occur, i.e., before the WCD
transitions from being served by the LTE network to being
served by the WiFi-based network.

In line with the discussion above, some of the service
policy rules that the LTE network has in place for the WCD
may be specific to the LTE network, and others may be more
generally applicable. For instance, service policy rules spe-
cific to the LTE network may include rules regarding how
many LTE bearers can be set up at a time for the WCD, rules
regarding which particular LTE network elements or LTE
network functions can apply for the WCD, and so forth.
Whereas, service policy rules not specific to the LTE network
may include data rate limitations, access control rules, con-
tent filtering rules, and so forth as discussed above. In prac-
tice, the entity that provisions the WCD with one or more
service policy rules in this context may select just the one or
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more service policy rules that are not specific to the LTE
network and may provision the WCD with the selected one or
more service policy rules.

In addition, one or more of the service policy rules that the
entity provisions the WCD with could be specific to a target
network to which the WCD is going to hand off. For instance,
the LTE network may have data that correlates eNodeBs with
WiFi access points in the vicinity and, when the LTE network
detects that the WCD is going to stop being served by the LTE
network, the LTE network may provision the WCD with one
or more service policy rules specific to an WiFi access point
nearby the WCD’s currently serving eNodeB.

Further, also in line with the discussion above, the LTE
network may be arranged to provide additional service level
continuity for the WCD if and when the WCD returns to be
served by the LTE network, by then considering the WCD’s
service policy rules. For instance, if and when the WCD
newly sends an attach request message to the LTE network or
sends another message seeking to be served by the LTE net-
work, the WCD may include with that message or in another
message to the LTE network a specification of at least one
service policy rule that the LTE network or other entity had
provisioned the WCD with. Such information may then
propagate in signaling through the LTE network, to entities
such as the MME, HSS, PGW, and PCRF. And the LTE
network entity may then consider that information as a basis
to decide how to serve the WCD.

For instance, the entity may compare the received service
policy rule with a service policy rule that the LTE network
currently has in place for the WCD and may select the
received service policy rule or the current service policy rule
based on the comparison, such as by selecting the newer
version of the two, or by selecting the more permissive of the
two for example. The entity may then take necessary steps
(such as storing the selected service policy rule and/or sig-
naling with one or more other entities of the LTE network) to
cause the LTE network to apply the selected service policy
rule when serving the WCD.

FIG. 4 is next a simplified block diagram depicting com-
ponents of one or more example access network entities that
may be arranged to carry out various aspects of the present
method. As shown in FIG. 4, the components include a net-
work communication interface 60, a processing unit 62, and
data storage 64, all of which may be communicatively linked
together by a system bus, network, or other connection
mechanism 66.

In this example arrangement, network communication
interface 60 functions to facilitate communication with vari-
ous other entities of the system. As such, the interface may
include a wired or wireless Ethernet module or other inter-
face, depending on the manner in which communication will
occur. Processing unit 62 may then comprise one or more
general purpose processors (e.g., microprocessors) and/or
one or more special purpose processors (e.g., application
specific integrated circuits or digital signal processors). And
data storage 64 may comprise one or more volatile and/or
non-volatile storage components (non-transitory), such as
magnetic, optical, flash, or organic storage components.

As shown, data storage 64 may contain reference data 68
and program instructions 70. Reference data 68 may com-
prise service profile data for each of various client devices and
may thus define for each client device a set of service policy
rules that the access network would apply when serving the
client device with telecommunication service. Program
instructions 70, in turn, may then comprise machine language
instructions or the like that are executable by the processing
unit 62 to carry out various functions described herein, such
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as to detect when the client device is going to stop being
served by the access network and to responsively provision
the client device with one or more service policy rules for
application by the client device while the client device is no
longer being served by the access network.

FIG. 5 is then a simplified block diagram depicting com-
ponents of an example client device that may be arranged to
benefit from operation of the present method. As shown, the
example client device includes a network communication
interface 72, a user interface 74, a processing unit 76, and data
storage 78, all of which may be communicatively linked
together by a system bus, network, or other connection
mechanism 80.

In this example arrangement, network communication
interface 72 functions to facilitate communication with one or
more access networks, such as those discussed above for
instance, and may thus take various forms to facilitate various
types of communication such as wireless, landline, circuit-
switched, and/or packet-switched communication. For
example, the network communication interface may com-
prise a wireless communication chipset and antenna structure
configured to communicate with one or more radio access
networks such as the LTE and WiFi networks shown in FIG.
3.

User interface 74 may then comprise one or more user
interface components to facilitate interaction with a user of
the client device if appropriate (if the client device is user-
operated), including input components such a keypad, touch-
sensitive surface, microphone, and camera, and output com-
ponents such as a display screen and sound speaker. Further,
processing unit 76 may comprise one or more general pur-
pose processors (e.g., microprocessors) and/or one or more
special purpose processors (e.g., application specific inte-
grated circuits or digital signal processors). And data storage
78 may comprise one or more volatile and/or non-volatile
storage components (non-transitory), such as magnetic, opti-
cal, flash, or organic storage components. As shown, data
storage 78 may contain program instructions 82, which may
comprise machine language instructions executable by pro-
cessing unit 76 to carry out various client device functions
described herein.

Finally, FIG. 6 is another flow chart depicting functions
that can be carried out in accordance with the present method.
These functions may be carried out by one or more compo-
nents of an access network, such as the LTE network dis-
cussed above for instance, to facilitate service level continuity
for a client device.

As shown in FIG. 6, at block 84, the method involves the
access network serving the client device with telecommuni-
cation service, wherein the access network maintains and
applies for the client device a set of service policy rules
defining a service level for the client device. The act of serv-
ing of the client device may involve establishing service for
the client device, such as setting up one or more bearers and
connectivity for the client device, actively carrying commu-
nications between the client device and a transport network,
and/or other such functions.

At block 86, the method then involves the access network
detecting that the client device is going to stop being served
by the access network. In line with the discussion above, for
instance, this may involve an entity of the access network
detecting that the client device is going to de-register, detach,
and/or hand-off from the access network, whether client ini-
tiated or network initiated.

And at block 88, the method then involves, responsive to
detecting that the client device is going to stop being served
by the access network, provisioning the client device with a
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subset of the service policy rules for application by the client
device when the client device is no longer being served by the
access network. As discussed above, this provisioning func-
tion may be carried out by an entity of the access network
and/or by another entity and may involve transmitting a speci-
fication of the subset of the service policy rules, for storage of
the subset of the service policy rules at the client device and
application of the subset of the service policy rules by the
client device.
Further in line with the discussion above, the set of service
policy rules may include (i) one or more service policy rules
specific to the access network and (ii) one or more service
policy rules not specific to the access network, and the subset
of the service policy rules may be the one or more service
policy rules not specific to the access network. In that case,
the method may then further involve the access network or
other entity selecting the subset of the service policy rules
from the set of service policy rules.
Moreover, also in line with the discussion above, the
method may additionally involve, after the client device stops
being served by the access network, (i) the access network
detecting resumption of the client device being served by the
access network, such as detecting that the client device is
newly registering with, attaching to, or handing off to the
access network, and (ii) the access network receiving from the
client device at least one service policy rule of the subset of
the service policy rules with which the client device was
provisioned. And the method may involve the access network
then serving the client device with telecommunication ser-
vice based on the received service policy rule, such as by
comparing the received service policy rule with a service
policy rule currently maintained for the client device and
selecting and applying either of those service policy rules for
instance.
Exemplary embodiments have been described above.
Those skilled in the art will appreciate, however, that many
variations from the embodiments are possible while remain-
ing within the spirit and scope of the claims.
We claim:
1. A method to facilitate service level continuity for a client
device, the method comprising:
serving the client device with telecommunication service,
by an access network, wherein the access network main-
tains and applies for the client device a set of service
policy rules defining a service level for the client device;

detecting by the access network that the client device is
going to stop being served by the access network; and

responsive to the detecting but before the client device
stops being served by the access network, provisioning
the client device with a subset of the service policy rules
for application by the client device when the client
device is no longer being served by the access network,

wherein provisioning the client device with the subset of
the service policy rules comprises transmitting by the
access network to the client device the subset of the
service policy rules, for storage of the subset of the
service policy rules at the client device and application
of the subset of the service policy rules by the client
device.

2. The method of claim 1, wherein the client device com-
prises a wireless communication device, and wherein trans-
mitting the subset of the service policy rules to the client
device comprises transmitting to the client device a trigger
that causes the client device to download the subset of service
policy rules from a network server.

3. The method of claim 1, wherein the set of service policy
rules includes (i) one or more service policy rules specific to
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the access network and (ii) one or more service policy rules
not specific to the access network, and wherein the subset of
the service policy rules is the one or more service policy rules
not specific to the access network.

4. The method of claim 3, further comprising selecting the
subset of the service policy rules from the set of service policy
rules.

5. The method of claim 1, wherein the access network
comprises a base station wirelessly serving the client device,
and wherein detecting that the client device is going to stop
being served by the access network comprises detecting that
the base station is threshold loaded, the method further com-
prising:

after provisioning the client device with the subset of the

service policy rules, signaling to the client device to
cause the client device to stop being served by the access
network.

6. The method of claim 1, wherein detecting that the client
device is going to stop being served by the access network
comprises receiving a deregistration message indicating that
the client device is leaving service of the access network.

7. The method of claim 1, wherein detecting that the client
device is going to stop being served by the access network
comprises detecting by the network that the client device is
going to hand off from being served by the access network to
being served by a target network.

8. The method of claim 1, further comprising:

after provisioning the client device with the subset of the

service policy rules, signaling to the client device to
cause the client device to stop being served by the access
network.

9. The method of claim 1, further comprising:

after the client device stops being served by the access

network, (i) detecting by the access network resumption
of the client device being served by the access network
and (ii) receiving by the access network from the client
device at least one service policy rule of the subset of the
service policy rules with which the client device was
provisioned; and

then serving the client device with telecommunication ser-

vice, by the access network, based on the received ser-
vice policy rule.

10. The method of claim 9, wherein serving the client
device with telecommunication service based on the received
service policy rule comprises:

comparing the received service policy rule with a service

policy rule currently maintained by the access network
for the client device; and

based on the comparing, selecting by the access network

either the at least one service policy rule or the currently
maintained service policy rule; and

applying the selected service policy rule for the client

device.

11. The method of claim 10, wherein the comparing com-
prises determining whether the currently maintained service
policy rule is a newer version than the received service policy
rule, and wherein selecting based on the comparing com-
prises selecting based on whether the currently maintained
service policy rule is a newer version that the received service
policy rule.

12. The method of claim 10, wherein the comparing com-
prises determining whether the currently maintained service
policy rule is more permissive than the received service
policy rule, and wherein selecting based on the comparing
comprises selecting based on whether the currently main-
tained service policy rule is more permissive than the received
service policy rule.
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13. An access network comprising:

one or more wireless base stations;

agateway being configured to serve a wireless client device

with telecommunication service in accordance with a set
of service policy rules for the wireless client device,
wherein the set of service policy rules define a service
level for the wireless client device;

a processing unit;

data storage; and

program instructions stored in the data storage and execut-

able by the processing unit to carry out functions com-

prising:

detecting, when the client device is being served by the
access network, that the client device is going to stop
being served by the access network, and

responsive to detecting that the client device is going to
stop being served by the access network but before the
client device stops being served by the access net-
work, provisioning the client device with a subset of
the service policy rules, for application by the client
device when the client device is no longer being
served by the access network,

wherein provisioning the wireless client device with the
subset of the service policy rules comprises transmit-
ting the subset of the service policy rules to the wire-
less client device for storage at and application by the
wireless client device.

14. The access network of claim 13, wherein the access
network is a Long Term Evolution (LTE) access network,
wherein the wireless client device is an I'TE-capable client
device, wherein the gateway comprises a packet gateway
(PGW) that provides the wireless client device with connec-
tivity to a packet-switched network when the wireless client
device is served by at least one of the one or more base
stations, wherein the processing unit and data storage are
elements of a policy charging and rules function (PCRF), and
wherein the PCRF supplies the PGW with the set of service
policy rules defining the service level for the wireless client
device.
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15. The access network of claim 14,

wherein the set of service policy rules includes (i) one or
more service policy rules specific to the LTE access
network and (ii) one or more service policy rules not
specific to the LTE access network, and

wherein the program instructions are further executable by
the processing unit to select as the subset of the service
policy rules with which to provision the wireless client
device the one or more service policy rules not specific
to the LTE access network.

16. The access network of claim 14, whether the functions

further comprise:

detecting, after the wireless client device stops being
served by the access network, that the wireless client
device is resuming being served by the access network,

receiving from the wireless client device resuming being
served by the access network at least one service policy
rule of the subset of the service policy rules with which
the access network had provisioned the client device,

comparing the received service policy rule with a service
policy rule currently maintained by the access network
for the wireless client device,

based on the comparing, selecting either the received ser-
vice policy rule or the currently maintained service
policy rule, and

causing the access network to serve the wireless client
device in accordance with the selected service policy
rule rather than in accordance with the other of the
received service policy rule and currently maintained
service policy rule.

17. The access network of claim 14, wherein the functions

further comprise:

after provisioning the wireless client device with the subset
of the service policy rules, signaling to the wireless
client device to cause the wireless client device to stop
being served by the access network.
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